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Six Methods to Protect your Business 
from the Threat of Unmanaged Devices
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What is an unmanaged device?

• Personal device
• Bring-your-own-device 
• Managed by another company
• Unmanaged company device

4

“A device that accesses company apps and data 
while not being (MDM) managed by the company.”
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Numbers on unmanaged devices

of companies allow the use 
of personal devices for work

Cybersecurity Insiders 
BYOD Security Report 2021

of company devices in enterprise 
organizations are unmanaged

Syxsense Vulnerability Gap 
Survey 2023

more likely to be infected 
on an unmanaged device

Microsoft Digital Defense 
Report 2021

82% 34% 71%

https://pages.bitglass.com/rs/418-ZAL-815/images/CDFY21Q2BYOD2021.pdf
https://pages.bitglass.com/rs/418-ZAL-815/images/CDFY21Q2BYOD2021.pdf
https://www.syxsense.com/endpoint-management-survey
https://www.syxsense.com/endpoint-management-survey
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi?id=101738
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RWMFIi?id=101738


www.wpninjas.be #wpninjasbe

Challenges with unmanaged devices

• No insight in vulnerabilities or device compliance

• Users are local administrator on their device

• Can’t update or patch OS and software

• Can’t enforce security configurations

• Can’t encrypt hard drive

• Can’t remotely wipe device 

• Can’t prevent data leakage
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Method 1: Do nothing…

• Let employees be productive 

on any device

• Easy to implement

• Accept the security risks

I would not recommend this method 
as the risks are just too high.
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Example of doing nothing



www.wpninjas.be #wpninjasbe

Method 2: Manage personal devices

•Require device enrollment

•Reduces security risks

•Complete control over all devices

I would not recommend this method 
unless there is no other way.
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Enrollment during Office sign-in
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Personal devices managed by Microsoft Intune
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Enrollment Restrictions
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Example of managing personal devices
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Method 3: Block access

• Block access 

• Reduces security risks

• Reduces user productivity

High-security method but only suitable 
for some situations and organizations.
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Block Access with Conditional Access policy
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Some recommendations

• Identify user groups working from unmanaged devices or 

locations such as VDI/RDS

• Exclude guest and service accounts

• Decide which apps you want to target

• Enable Single Sign On (SSO) for third party browsers

• Always deploy your policies in pilot and/or report-only first
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Method 4: App Enforced Restrictions

• Enforces web-only access 

• Restricts download, print & sync

• Supports SharePoint & Exchange Online 

• Can target specific locations 

• Troublesome configuration

Balanced method with minimal 
features, but suitable for any company.
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Enable in SharePoint Admin 
Center (or PowerShell)

Conditional Access 
policies are created
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Policy 2: Use app-enforced restrictions 
for browser access

• Enforces limited web access on unmanaged 

devices

• Blocks download, print, or syncing

• Can only apply to SharePoint Online and 

Exchange Online

Policy 1: Block access from apps on 
unmanaged devices

• Block access from desktop apps on 

unmanaged devices

• Applies to SharePoint Online by default, 

but more apps can be added
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Enable app-enforced restrictions for 
Exchange Online with Powershell

Set-OwaMailBoxPolicy -Identity OwaMailboxPolicy-Default -ConditionalAccessPolicy ReadOnly
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Sensitivity Labels

• Target locations with sensitive 

data only

• Applies to M365 Groups, 

SharePoint Sites, and Teams
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Method 5: Session Policies

• Applies web restrictions through a 

reverse proxy

• Restricts download, upload, print, 

cut/copy, paste, and more!

• Supports Microsoft 365 and third-

party cloud apps

Great method for many different 
scenarios but comes with a price tag.
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Demo

Session Policies with 
Microsoft Defender 
for Cloud Apps
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Two ways of protection with session policies

All browsers and operating systems VS Edge for Business with Windows 10/11

Reverse proxy (Default)          In-browser protection (Preview)

No user interaction needed VS Requires Edge profile sign in

Easier to bypass controls (dev tools) VS Harder to bypass controls (dev tools)

Less secure (doesn’t support MAM) VS More secure (supports MAM)

Slower user experience VS Faster user experience

Supports all restrictions VS Doesn’t support all restrictions yet
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Method 6: App protection policies

• Manage and wipe corporate data 

through managed apps

• Apply data protection controls

• Enforce secure authentication

• Ensure device compliance

• Android, iOS & Windows only

Great method with many security features, 
especially for Android and iOS devices.
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App protection policies for Android & iOS

App Protection policy settings

• No copy/paste between apps

• No printing or downloading

• No screenshots

• Encrypt app data

• Secure authentication (PIN/biometric)

• Set device conditions such as minimum 

OS or app version
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Require app protection policy with Conditional Access

• Authenticator app for iOS

• Company Portal app for Android
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Demo

Mobile Application 
Management (MAM) 
for Windows
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What to expect in the future?
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Takeaways

Don't do nothing

Don’t (completely) manage personal devices

Consider blocking unmanaged devices

Enforce app enforced restrictions (with CA or Sensitivity Labels)

Enforce session policies (with MDA)

Enforce app protection policies (with MAM)
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Bonus Methods! 

Personally owned work profiles 

Windows Information Protection (WIP)

Endpoint Data Loss Prevention (DLP)
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Blogs on unmanaged devices

• Block access with Conditional Access for Unmanaged Devices

• Limited Access with Conditional Access for Unmanaged Devices

• Limited Access with Sensitivity Labels for Unmanaged Devices

• Limited Access with Session Policies for Unmanaged Devices

• First look at Mobile Application Management for Windows

• Mobile Application Management for Android and iOS

• Blog Series: Unmanaged Devices

in/myronhelgering myronhelgering.com

https://myronhelgering.com/block-access-with-conditional-access-for-unmanaged-devices/
https://myronhelgering.com/how-to-use-sensitivity-labels-to-configure-limited-web-only-access-for-unmanaged-devices/
https://myronhelgering.com/how-to-use-microsoft-defender-for-cloud-apps-to-configure-limited-web-only-access-for-unmanaged-devices/
https://myronhelgering.com/first-look-at-mam-for-windows/
https://myronhelgering.com/mobile-application-management-mam-for-personal-android-ios-devices/
https://myronhelgering.com/blog-series-unmanaged-devices/
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Thank you!
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