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• Your feedback is very important to us

• Please take a moment to complete the session 
survey found in the mobile app

• Use the QR code or search for “Converge360 
Events” in your app store

• Find this session on the Agenda tab

• Click “Session Evaluation”

• Thank you! 

Session Survey



About me

• Solution Lead @ Pink Elephant

• Microsoft Security MVP 

• Blogger and Speaker

• Fantasy geek

Myron Helgering
in/myronhelgering myronhelgering.com
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Why is classifying your sensitive data important?

Class schedules Student grades Medical Records



Which data is sensitive or important enough?

• Intellectual property

• Medical information

• Personal information

• Pricing lists

• Customer information

• Business processes

• Financial data

• Or any other type of data



Who will classify sensitive data?

Manually Automagically



Meet Minerva McGonagall

• Professor at Hogwarts School

• Chief Information Security 

Officer (CISO)

Her goal is to identify, classify and 

protect sensitive school data.



License and permissions

• Create classifiers and policies

• View content in Data Explorer

• Compliance Administrator role

• Content Explorer Content viewer

• Access Data Explorer

• Apply protection automatically 

based on classifiers

• Use advanced classifiers (e.g. 

trainable and EDM classifiers)

• M365 E5 or E5 add-on license



Built-in Sensitive Information Types

311 Built-in SITs to classify specific 

sensitive information;

• Credit card

• Passport number

• National Insurance number (UK) 

• SSN number (USA) 

• Physical address 

• Ip-address 

• Driver’s license number

• Password



Demo: Sensitive Information Types

I want to know how many and 

where (student) passport 

numbers are being stored



Demo 1



Custom Sensitive Information Types

StudentID numbers

• Number format is 1234-5678

• Wordlist contains StudentID

Doc 1: Harry has ID number 389-9468

Doc 2: Harry has StudentID number 0397-3845

Learn the basics Regular Expressions https://regexone.com/ 

Test and create Regular Expressions https://regexr.com/  

https://regexone.com/
https://regexr.com/






Demo: Custom Sensitive Information Types

I want to be able to classify data 

that contains a StudentID



Demo 2



Demo 3



Fingerprint Sensitive Information Types

• Employee information forms

• Customer information forms

• Medical records

• Contracts 

• Invoices

• Non-Disclosure Agreements (NDA)

• Or any other custom template file



Demo: Fingerprint Sensitive Information Types

I want to be able to classify 

Student Information Forms



Demo 4



Built-in Trainable Classifiers

• Trainable classifiers identify a “type” of content

• 134 pre-trained classifiers are ready-to-use

• 14 different languages



Custom Trainable Classifiers

1. 50-500 positive and negative samples (English only)

2. Microsoft trains the classifier 

3. Review false negatives

4. Retrain for higher accuracy

5. Publish, test and use the classifier



Demo: Custom Trainable Classifiers

I want to be able to 

classify potion recipes



Demo 5



Waiting….. (maximum of 48 hours)



Demo 6



Exact Data Match Classifiers

StudentID First name Last name Date of Birth

0019-3947 Ron Weasley 01-03-1980

0010-2394 Harry Potter 31-06-1980

0015-5934 Hermione Granger 19-09-1979



Demo: Exact Data Match Classifiers

I want to be able to classify 

data that exactly matches 

the student record database 



Demo 7



Preparation for next step

• Create the “EDM_DataUploaders” security group

• Install the Exact Data Match (EDM) agent

• Separate the hashing and uploading process

• Automate the process of uploading live data

Create exact data match sensitive information type in the 

New Experience workflow

https://learn.microsoft.com/en-us/purview/sit-create-edm-sit-unified-ux-workflow
https://learn.microsoft.com/en-us/purview/sit-create-edm-sit-unified-ux-workflow


Demo 8



Waiting….. (maximum of 1 hour)



Demo 9



Goal achieved

1. Identify where sensitive information is stored with the Data Explorer

2. Classify data that contains a StudentID with a Custom SIT

3. Classify student information forms with a Fingerprint SIT

4. Classify potion recipes with a Trainable Classifier

5. Classify data containing information that exactly matches the 

student record database with an Exact Data Match Classifier 



Where can we 

use Classifiers in 

Purview?

Everywhere!



Information Protection



Data Lifecycle Management



Data Loss Prevention



Defender for 

Cloud Apps



Communication Compliance



Insider Risk Management



eDiscovery



Takeaways

• Let classifiers be part of your classification process

• Don’t rely on automation alone; involve your users

• Use a classifier that fits the type of data

• The task of managing classifiers is never done

in/myronhelgering myronhelgering.com



Time for questions!



Other sessions @ Live! 360

• Wednesday, November 19, 2025

– Automated Data Security: Identifying Sensitive 

Data with Microsoft Purview (9:30am – 10:45am)

• Thursday, November 20, 2025

– Six Methods to Protect your Business from the 

Threat of Unmanaged Devices (1:00pm – 2:15pm)

– The Challenge of Providing Secure Access to 

External Admins (2:30pm – 3:45pm)



• Your feedback is very important to us

• Please take a moment to complete the session 
survey found in the mobile app

• Use the QR code or search for “Converge360 
Events” in your app store

• Find this session on the Agenda tab

• Click “Session Evaluation”

• Thank you! 

Session Survey



Thank you!
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