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Dutch Microsoft 

Security Meetup 

Capture the Flag





Detection
KQL, hunting,

analytics rules 

Response
IR, forensics, triage

Hardening
CA, ASR, baselines,

Tamper Protection

Offensive
Red teaming

Automation
PowerShell, playbooks,

Graph API, custom log ingestion

Architecture
SOC design, multi-tenant,

log routing
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Detection
KQL, hunting,

analytics rules 

Response
IR, forensics, triage

Hardening
CA, ASR, baselines,

Tamper Protection

Offensive
Red teaming

Automation
PowerShell, playbooks,

Graph API, custom log ingestion

Architecture
SOC design, multi-tenant,

log routing

Tom
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Compliance
Risk management, laws & 

regulations

Data Security
Information Protection, DLP, 

Insider Risk Management, MAM

Defender for
Endpoint, Cloud Apps, Office 

365, Cloud, Identity 

Identity
Conditional Access, Entra ID 

Protection, PIM

Automation
PowerShell, playbooks,

Graph API, custom log ingestion

Infrastructure
Hardware, networking, servers, 

storage, on-premises

Myron
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Detection
KQL, hunting,

analytics rules 

Response
IR, forensics, triage

Hardening
CA, ASR, baselines,

Tamper Protection

Custom Log 

Ingestion
Application Security

Automation
Logic Apps, playbooks,

Graph API, custom log ingestion

Architecture
SOC design, multi-tenant,

log routing

Koos
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Detection
KQL, hunting,

analytics rules 

Response
IR, forensics, triage

Hardening
CA, ASR, baselines,

Tamper Protection

Offensive
Red teaming

Automation
Logic Apps, playbooks,

Graph API, custom log ingestion

Architecture
SOC design, multi-tenant,

log routing

Ronny
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Detection
KQL, hunting,

analytics rules 

Response
IR, forensics, triage

Hardening
Endpoint, Cloud Apps, Office 

365, Cloud, Identity

Offensive
Red teaming

Automation
Logic Apps, playbooks,

Graph API, custom log ingestion

Architecture
SOC design, multi-tenant,

log routing

Chandni
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Agenda

• 08:30 – 09:15 Opening & CTF Setup

• 09:15 – 10:00 CTF - 20 + 50

• 10:00 – 10:15 Break

• 10:15 – 11:00 CTF - 25 + 50 + 100

• 11.00 – 11:45 Theory

• 11.45 – 12:45 Lunch

• 12:45 – 13:30 CTF - 200 + 500 

• 13.30 – 14:15 Theory

• 14:15 – 14:30 Break

• 14:30 – 15:00 Theory

• 15.00 – 16:00 Pubquiz

• 16:00 – 17:00 Drinks & Bites



The meetup numbers

2150+ members

Rating: 4.6 (700+ reviews)

6x times a year meetup

450+ visitors in 2025



Mission

Knowledge sharing about Microsoft Security

Connecting professionals with each other in the 

Netherlands

By organizing in-person events in the Netherlands

Free access made possible by sponsors









Questions

Hands up if you’re a security analyst

Hands up if you’re a security administrator

Hands up if you’re a security consultant

Hands up if you’re not in security at all



Questions

Who’s here for their first CTF?

What are your expectations for today?



Capture the Flag setup

Use the credentials on the table to sign in

Change your password, register MFA

Reconnect credential to PowerApps (if required)

Open the portal, you’ll see a PowerApp

Ask us if you get stuck



Capture the Flag setup

• From: Sunday 31 May 2026 to Sunday 07 June 2026

• Accounts names format: 

0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co

• Password format: CatchTheNinja!_[0-19]

• Scenario: 0426 - Dominance

• Access: https://aka.ms/ninjactf

mailto:0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co
mailto:0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co
mailto:0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co
mailto:0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co
mailto:0426-Dominance_4367_[0-19]@ctf.alpineskihouse.co
https://aka.ms/ninjactf


C REDE NTI AL A CCE SS

Mimikatz
FOCUSED ON CREDENTIAL ACCESS

H O W  D O E S  I T  W O R K ?

SeDebugPrivilege 

CRITICAL

I N D I C A T O R S  O F  C O M P R O M I S E

01 lsass.exe 

02 GrantedAccess 0x1010 0x1410

03 lsass.exe 

04 sekurlsa mimikatz



L ATER AL MOVE MEN T

PsExec
Sysinternals

USED FOR LATERAL MOVEMENT

H O W  D O E S  I T  W O R K ?

ADMIN$ 

HIGH

I N D I C A T O R S  O F  C O M P R O M I S E

01 PSEXESVC Event 7045

02 ADMIN$ 

03 SYSTEM 

04 Event 4624 



P A R T S  1  &  2

Initial Access, Defense Evasion 
& Credential Theft

C T F  C O N T E X T

rayt

Set-MpPreference 

net.exe

0 1  ·  D E F E N D E R

Tamper Protection

Set-

MpPreference -

DisableRealtimeMonito

ring

0 2  ·  W I N D O W S

Credential Guard

0 3  ·  I N T U N E

ASR Rules

lsass.exe 

0 4  ·  W D A C

PowerShell CLM



P A R T S  1  &  2

Tamper Protection
P r o t e c t e d  C o m p o n e n t s

Core AV Engine Features

L o c a l  O v e r r i d e  P r e v e n t i o n

Centralized Control

T r o u b l e s h o o t i n g  M o d e

Secure Maintenance

E n a b l e d  b y  D e f a u l t

Out-of-the-Box Security



P A R T S  1  &  2

Credential Guard
V i r t u a l i z a t i o n - B a s e d  S e c u r i t y

Core AV Engine Features



P A R T S  1  &  2

Attack Surface Reduction (ASR) Rules
D e f e n s e  i n  D e p t h



D e f e n s e  i n  D e p t h

• Block credential stealing from the Windows local security authority subsystem (lsass.exe)

P A R T S  1  &  2

Attack Surface Reduction (ASR) Rules



L IVIN G -O FF-T HE- LAN D

PowerShell
Scripts

LIVING-OFF-THE-LAND ATTACKS

H O W  D O E S  I T  W O R K ?

MEDIUM

I N D I C A T O R S  O F  C O M P R O M I S E

01

02

03



P A R T S  1  &  2

PowerShell: Constrained Language Mode (CLM)

T h e  d e f a u l t  m o d e

Full Language Mode

T h e  s e c u r e  m o d e

Constrained Language Mode



K ERBE ROS  ABU SE

Rubeus
KERBEROS-RELATED ABUSE

H O W  D O E S  I T  W O R K ?

HIGH

I N D I C A T O R S  O F  C O M P R O M I S E

01 Event 4769

02

03 Event 4768 Pre-Auth type 0

04



Lateral Movement & Pass-the-
Ticket

C T F  C O N T E X T

aaronb-pc Get-KRBTicket.ps1 

Xcopy Rubeus.exe 

0 1  ·  A S R

Block PsExec & WMI

0 2  ·  F I R E W A L L

Network Isolation

0 3  ·  M D I

Defender for Identity

0 4  ·  P A S S W O R D S

Windows LAPS

P A R T  3



P A R T  3

Network Isolation
L i k e  i m p l e m e n t i n g  f i r e  d o o r s  i n  y o u r  e n v i r o n m e n t  



P A R T  3

Micro Segmentation
T h r o w  w o r k s t a t i o n s  o u t o f  y o u r  d a t a c e n t e r







P A R T  3

Microsoft Defender for Identity
S e c u r i n g  i d e n t i t i e s  e v e r y w h e r e . . .



P A R T  3

LAPS
L o c a l  A d m i n i s t r a t o r  P a s s w o r d  S o l u t i o n



C T F  – Q u e s t i o n  R e m a k r s

PAY ATTENTION!



C T F  – Q u e s t i o n  R e m a k r s

BONUS ROUND! 



C T F  – Q u e s t i o n  R e m a k r s

BONUS ROUND! 



C T F  – Q u e s t i o n  R e m a k r s

BONUS ROUND! 



Time for some lunch!

We will continue at 13:45



A UTHE NTI CATI ON ABU SE

Kerberos
Tickets

TICKETS ARE LEGITIMATE  - THE ABUSE IS NOT

H O W  D O E S  I T  W O R K ?

HIGH

I N D I C A T O R S  O F  C O M P R O M I S E

01

02

03



P A R T S  1  &  2

Privilege Escalation,
AD Attacks, & Containment

C T F  C O N T E X T

celesteb

BDAdmin krbtgt

0 1  ·  D e s i g n

Enterprise access model

0 2  ·  S O A R

Automatic Attack Disruption

0 3  ·  C H P W D

Rotate krbtgt password

0 4  ·  O U T L O O K

Secure Defender Configuration



P A R T  4  &  5

Tiered Administration Model
N o ,  n o t  ( a i r ) p l a n e s !



P A R T  4  &  5

Enterprise access model



P A R T  4  &  5

XDR Automatic Attack Disruption
H a l t i n g  l a t e r a l  m o v e m e n t  a n d  r a n s o m w a r e  a t  m a c h i n e  s p e e d .



P A R T  4  &  5

Defending the krbtgt Account
T h e  m a s t e r  k e y  t o  t h e  d o m a i n  a n d  t h e  n e c e s s i t y  o f  s t r a t e g i c  p a s s w o r d  r o t a t i o n .

krbtgt



P A R T  4  &  5

Security settings management



P A R T  4  &  5



W I N D O W S  S E C U R I T Y  D E E P - D I V E C T F  ·  P A R T - X

Attack
Tools



S E C T I O N  R E C A P

Overview matrix

T O O L C A T E G O R Y M I T R E R I S K D E T E C T I O N  S I G N A L

Mimikatz CRITICAL

Rubeus HIGH

PsExec HIGH

PowerShell MEDIUM

Kerberos Tickets HIGH



It’s time for the Kahoot quiz!

Download the Kahoot app, or use the browser

https://kahoot.it/





Download 

the slides!

Safe to click. 
Rick Astley

stayed home, 
we promise!


	Opening and CTF setup
	Slide 1: Welcome to the Dutch Microsoft Security Meetup  Capture the Flag
	Slide 2
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 11
	Slide 12: The meetup numbers
	Slide 13: Mission
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Questions
	Slide 18: Questions
	Slide 19: Capture the Flag setup
	Slide 20: Capture the Flag setup

	CTF lvl 20 + 50
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30

	CTF lvl 100
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43

	Lunch
	Slide 44

	CTF lvl 200 + 500
	Slide 45
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53

	Overview
	Slide 54
	Slide 55

	Outro
	Slide 56
	Slide 57
	Slide 58: Download the slides!


