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About me
• Technology Lead Security
• Microsoft Security MVP 
• Blogger and Speaker
• Huge fantasy geek

Myron Helgering

in/myronhelgering myronhelgering.com



What is Edge for Business compared to Edge?



• Isolated work container 
• Separation of work vs. personal 
• Automatic profile switching
• Enterprise policy control

Edge for Business



Options for Edge configurations



M365 admin center
Microsoft Edge
Unified Policy 
Management



Edge for Business unified policy management

• Update management 
• Connector management
• Extension management
• Copilot management
• Configuration policy management 

• Support for Windows 10/11, MacOS, Android & iOS 
• Support for managed and unmanaged devices

• Browser insights and reporting



Let’s dive into some new 
Edge for Business 

features!



Next section

Edge for Business unified policy management
DLP for Managed Cloud Apps 



DLP for Managed Cloud Apps

Managed Cloud Apps Unmanaged Cloud Apps

Unmanaged devices

Block:

Download

Upload

Print

Cut/Copy

Paste

Screen Capture

Watermarking
Edge for Business

Purview



DLP for 
Managed 

Cloud Apps

App 
protection 

policies

Session 
Policies

Endpoint 
DLP

App 
enforced 

restrictions
Inline 

browser DLP

Inline 
network DLP



Compare similar DLP features

DLP feature Enforcement Requirement Device Type

Endpoint DLP Device MDE onboarding Managed

MAM for Windows Application MAM registration Unmanaged

DLP for Managed
Cloud Apps Session Edge for Business Managed and 

Unmanaged

Session Policies
(in MDA) Session MDA proxy or Edge 

for Business
Managed and 
Unmanaged



Microsoft Entra
Create Conditional 

Access policy



Microsoft Entra
Configure 

Conditional Access 
policy



Microsoft Defender
Enable in-browser 

protection



Microsoft Defender
Enable in-browser 

protection



Microsoft Purview
Create DLP policy 

for Managed Cloud 
Apps



Microsoft Purview
DLP Policy 1: Block 

file downloads



Microsoft Purview
Block “sensitive” file 
downloads with DLP 

policy (optional)



Microsoft Purview
DLP Policy 2: 

Block activities



Microsoft Purview
DLP Policy 2: Block 

activities

DLP Rule 1

DLP Rule 2



DLP for Managed 
Cloud Apps

Session Policies



Microsoft Defender
DLP rule becomes a 

Session Policy



Microsoft Defender
Policies are read-

only from Defender



M365 admin center
Configure Edge for 

Business policy



M365 admin center
Configure Edge for 

Business policy



Scenario

• Draco Malfoy is a student working 
from a personal (unmanaged) 
device.

• Draco got access to the herbology 
exam answers and wants to print 
them so he can cheat during the 
finals exam.



1. Conditional Access policy
2. Enabled in-browser protection
3. DLP for Managed Cloud Apps policies
4. Edge for Business policy

Demo: DLP for Managed Cloud Apps







User Experience
Screen recording

blooper



User Experience
Watermarking

Protection



Next section

Edge for Business unified policy 
management

DLP for Managed Cloud Apps 
Inline browser DLP



Inline browser DLP

Unmanaged Cloud Apps

Block:

Text sent

File Upload

Edge for Business Purview

Managed device



Microsoft Purview
Create Inline DLP 

policy



Microsoft Purview
Select Unmanaged 

Cloud Apps



Microsoft Purview
Configure adaptive 

app scopes



Microsoft Purview
Enforce policy 

through Edge for 
Business



Microsoft Purview
Configure policy 

conditions



Microsoft Purview
Configure policy 

actions



€0.43/10K requests 
A request is each network call a device, or 

browser makes to a website or API. This 
definition doesn't include the responses to the 

requests.

Example:  organization of 1k users
1 user does 100 requests (per day)

100.000 requests (per day) = €4.30 per day
€94 per month (22 workdays)

In-transit costs



M365 admin center
Security groups are 

auto-created



Blocks browsers where Purview DLP can’t protect data

Allows Purview to collect the browser events

M365 admin center
Edge policies are 

auto-created



Blocks 15+ browser apps through AppLocker

Blocks access to GenAI sites in Chrome

Microsoft Intune
Intune policies are 

auto-created



Scenario

• Albus Dumbledore is a teacher and 
is working from a corporate Intune-
managed device.

• Albus is working overtime and 
wants a late-night snack.

• Albus wants ChatGPT  to quickly 
summarize a file before his snack 
arrives.



1. Inline browser DLP policy
2. Pay-as-you-go Azure subscription

Demo: Inline browser DLP









We need Inline Network DLP



Next section

Edge for Business unified policy 
management

DLP for Managed Cloud Apps 
Inline browser DLP
 Additional Edge for Business capabilities



M365 admin center
Allow users to 

request blocked 
extensions



Scenario

• Albus wants to be able to translate 
text written in the mermaid 
language.

• Albus keeps forgetting his online 
passwords and heard about a 
magical vault called Keeper.

• Albus thinks Edge extensions could 
help him solve both problems.



1. Edge for Business policy

Demo: extension management with Edge for Business









M365 admin center
Enable Protected 

Downloads for 
MAM-registered 

devices



Microsoft Edge
Enable preview 
features in Edge 
with edge://flags



1. App protection policy (MAM)
2. Conditional access policy
3. Edge for Business policy
4. Enable preview flags in Edge

Demo: Protected Downloads for MAM-registered devices





Session recap

Edge for Business unified policy 
management

DLP for Managed Cloud Apps 
Inline browser DLP
Additional Edge for Business capabilities



Questions?
Thank you!

in/myronhelgering myronhelgering.com
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