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What is Edge for Business compared to Edge?

Welcome to Microsoft Edge, the
recommended browser on Windows

Bij Microsoft staat jouw privacy voorop
Microsoft en anze exteme leveranciers gebruiken cookies om informatie op te slaan en te openen, zoals unieke ID's en persoonlijke Gebruik nauwkeurige geolocatiegegevens en scan actief apparaatkenmerken voor identificatie. Dit wordt gedaan om informatie op een

gegevens, om onze diensten en advertenties te leveren, te onderhouden en te verbeteren. Als je akkoord gaat, personaliseren MSN en
Microsoft Bing de inhoud en advertenties die je ziet. Je kunt *Akkoord' selecteren om in te stemmen met deze gebruiksgegevens of op
Voorkeuren beheren klikken om je opties te bekijken en je recht om waar gebruikt te maken tegen legitiem belang te gebruiken. Je kunt
Jje keuze wijzigen of je toestemming intrekken via 'Voorkeuren beheren' onderaan deze pagina. Privacyverklaring

2 Voorkeuren beheren
Aantal partners (leveranciers): 960.

apparaat op te slaan en te openen en om gepersonaliseerde advertenties en inhoud, advertentie- en inhoudsmeting,
doelgroepinzichten en productontwikkeling te bieden.
Lijst met partners (leveranciers)




Edge for Business

* Isolated work container

« Separation of work vs. personal
« Automatic profile switching

- Enterprise policy control




Options for Edge configurations

Gcopiet 0O & @ &

Settings picker

Use commas “," among search terms to lookup settings by their keywords

| microsoft edge

[ Group Policy Management Editor

File  Action View Help

12' [

ats\Internet Explorer

] Policy

verride)

verride)\ Extensions

ntent settings verride)\ Identity and sign-in

| Default search pro wvider verride)\ Typosquatting Checker settings

. . . — . . . Extensions ide)\Content setti

Administrative Templates: Policy definitions s} retrieved from the central store. . o R
Mic Ed | HTTP authentication verride)\Default search provider
W 0 ddge

. : | Mative Messaging verride)\HTTP authentication

. PR - - Rt verride)\Password manager and protection
tent settings | Password manager and protection

Default search provider | Printing

Extensions

HTTP authentication | SmartScreen settings

Mative Messaging | Startup, home page and new tab page
Password manager and protection i) Enable deleting browser and download history Mot configured [(TE3)
Printing Allow file selection dialogs Mot configured ..
Pr i i) Always open PDF files externally Mot configured
SmartScreen settings |iz| Set application locale Mot configured

Startup, home page and new tab page i=| Allow or block audio capture Mot configured i

te mode. (User)

Edge - Default Settings (users can override)
Edge Update

es that can access audio capture devices without requesti... Mot configured g —

Automatically import another browser's data and settings at... Mot configured SEEERICHEEREE]
D Allow access to the Enterprise Mode Site List Manager tool (User)
D Allow certificates signed using SHA-1 when issued by local trust anchors (deprecated)

D Allow certificates signed using SHA-1 when issued by local trust anchors (deprecated) (User)
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Microsoft 365 admin center

& Copilot v
)/ ] Agents v
R Users v
& Groups v
rog Roles v
I3 Resources v
[C1 Marketplace

B Billing v
o Support v
@ Settings A

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps
Directory sync errors
Viva

Partner relationships

I Microsoft Edge

& Setup
b Reports v
2 Health v

Admin centers

pe

A~ Search

Home > Microsoft Edge for Business

Microsoft Edge for Business

Configuration policies Site lists Connectors  Copilot

O

Refresh

Name

Helgering Edge Configuration policy

Purview - Allow Purview collection policies to apply to all users
This policy is automatically created, scoped to all users, and allows for
Purview collection policies to be applied to users on managed devices.

It doesn't block user activities.

Purview - Block use of browsers where DLP protections for
unmanaged Generative Al apps don't apply.

This policy is automatically created and updated to include the users
scoped in DLP policies targeting unmanaged generative Al apps in the
browser. It blocks users from sharing data in browsers where the
protections don't apply. Apps that aren't covered by these protections

can still be accessed using either Edge or Chrome.

Monitoring Policy

This policy was auto-created from the monitoring page. To delete this

policy, visit the monitoring page.

Scope

User

Tenant

User

Tenant

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies with
conflicting settings, then the setting of the highest priority policy is applied.

Platforms

Windows

Windows

Windows

Windows

M365 admin center
Microsoft Edge

Unified Policy
Management

Last modified date

2026-05-26

2026-05-03

2026-05-03

2026-05-25

A Provide Feedback

Modified by

Myron Helgering

Myron Helgering

Myron Helgering

Myron Helgering




Edge for Business unified policy management

» Update management

« Connector management
- Extension management
» Copilot management

» Configuration policy management
 Support for Windows 10/11, MacOS, Android & iOS
 Support for managed and unmanaged devices

 Browser insights and reporting



Let’'s dive into some new
Edge for Business
features!



Next section

® Edge for Business unified policy management
B DLP for Managed Cloud Apps



DLP for Managed Cloud Apps
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Managed Cloud Apps

B P
-

| >

J

Edge for Business
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Purview

O

Block:
Download
Upload
Print
Cut/Copy
Paste
Screen Capture

Watermarking

4 )
Unmanaged Cloud Apps
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Compare similar DLP features

Endpoint DLP

MAM for Windows

Session Policies
(in MDA)

DLP for Managed
Cloud Apps

Device
Application
Session

Session

MDE onboarding

MAM registration

MDA proxy or Edge
for Business

Edge for Business

Managed

Unmanaged

Managed and
Unmanaged

Managed and
Unmanaged




A,

Microsoft Entra admin center

Home

Entra agents

) =

Favorites

B & X o0 O &

@ g B @

()

m

5 W @

Entra ID

Overview

Users

Groups

Devices

Agent ID (Preview)

Enterprise apps

App registrations

Roles & admins

Delegated admin partners

Domain services

Conditional Access

Multifactor authentication

Identity Secure Score

Authentication methods

L Search resources, services, and docs (G+/)

Home > Conditional Access

;= Conditional Access | Policies

~ Microsoft Entra ID

Overview

Policies

Feeey

Deleted Policies

Insights and reporting

X Diagnose and solve problems

Manage

<> Named locations

C]

Custom controls (Preview)

Q

Terms of use

L

VPN connectivity

Authentication contexts

@ I

Authentication strengths

Feees

= C(lassic policies
Monitoring

=) Sign-in logs
Fl Audit logs

Troubleshooting + Support

2 New support request

«

New policy New policy from template

Upload policy file Whex

O Copf

Microsoft Entra
Create Conditional

Access policy

Microsoft Entra Conditional Access policies are used to apply access controls to keep your organization secure. Learn more [4

] Microsoft-managed policies

Policies created ()

3

‘ User created policies

Policies created (O

33

Search

|

36 out of 36 policies found

Policy name

Created by State Alert



Microsoft Entra admin center

% Home

&% Entra agents

Jr Favorites v
4 EntralD N
@ Overview

R Users

A Groups

I Devices

Agent ID (Preview)
Enterprise apps

B8 App registrations

g‘ Roles & admins

& Delegated admin partners
O Domain services

% Conditional Access

)  Multifactor authentication
@ Identity Secure Score

4} Authentication methods
&  Account recovery (Preview)
£ Password reset

E) Custom security attributes

L Search resources, services, and docs (G+/)

Home > Conditional Access | Policies >

New

Conditional Access policy

/

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name

Require Browser App Control

Assignments

Users or agents (Preview) (O

Specific users included

Target resources (1)

1 resource included

Network NEw (@D

Not configured

Conditions (O

1 condition selected

Access controls

Grant (O

0 controls selected

Session (O

Use Conditional Access App Control

Enable policy

l Report-only (S off

Client apps

1 included

Use Conditional Access App
Control

Use custom policy...

Microsoft Entra A

Configure
Conditional Access

< policy .




i1 Microsoft Defender Search

v )
. | Microsoft Defender
Home Q. Find Defender solutions Settings > Cloud apps E n O b I e i n L b rOWS e r

@ () Home

Incidents Microsoft Defender for Edge for Business protection \ p rOte Ct IoN

@: Exposure management v Endpoint J
@ . User enrichment
Advanced @ Investigation & response v PREVIEW FEATURE
hunting
Anonymization i i . i .
0 &3 Threat intelligence v Turn on Edge for Business browser protection to provide end users with a faster, more secure experience.
Delete data . .
S |At|'| S) Assets ~ Turn on Edge for Business browser protection
olutions
Connected apps L
Microsoft Sentinel v

App Connectors Enforce usage of Edge for Business

[2] Identities v Conditional A R
aggsl ional Access App Contro O Do not enforce
g2 Endpoints v
Information Protection Allow access only from Edge
&3 Email & collaboration v . . O Enforce access from Edge when possible @ | Learn more
Admin quarantine
& Cloud apps hd Microsoft Information
Protection Enforce for which devices?
€ Cloud security e Files All devices
6 Cases Conditional Access App Control O e
7. SOC optimization
Reports 2B ~  Notify users in non-Edge browsers to use Microsoft Edge for Business for better performance and security
bes gl s User monitoring Use default message | Preview

Trials _
Device identification O Customize message | Preview
More resources

App onboarding/maintenance

& Ok

System ~
i - ' i i privacy statement online service terms .
Audit | Edge for Business protection We secure your data as described in our priva atement and online i rm
Data management e
App governance
Permissions
Health Service status

Settings




Microsoft Defender for
Endpoint

User enrichment

Anonymization

Delete data
Connected apps

App Connectors

Conditional Access App Control
apps

Information Protection

Admin quarantine

Microsoft Information
Protection

Files
Conditional Access App Control

Default behavior

User monitoring

Device identification

App onboarding/maintenance

l Edge for Business protection

Edge for Business protection

PREVIEW FEATURE

Enable in-browser

Turn on Edge for Business browser protection to provide end users with a faster, m

Turn on Edge for Business browser protection

Enforce usage of Edge for Business
O Do not enforce
Allow access only from Edge

O Enforce access from Edge when possible @ | Learn more

Enforce for which devices?
All devices

O Unmanaged devices only

v Notify users in non-Edge browsers to use Microsoft Edge for Business for better performa

Use default message | Preview

O Customize message | Preview

We secure your data as described in our privacy statement and online service terms .

9 protection

(Microsoft Defender\

Y

nce and security



Back

Q0

Scope for managed app

You need to select both the apps you want to monitor and the users or groups whose

activity you want to detect.

Users and groups

@ All users and groups

D Exclude users and groups

() Specific users and groups

AND

Managed Apps

—+ Include managed apps

X Remove all

2 items selected

/Name

Office 365 SharePoint Online

Office 365 Exchange Online

.

Type

Applications

Applications

~

Microsoft Purview

Edit ]

Cancel

4

v



Define the conditions that must be met for this policy to be applied. Include specific content, senders, and recipients that you want the rule to detect. For more complex rules, crea
works

- .
(@ ) Quick summary

Microsoft Purview
-~ Managed or unmanaged devices

Detect whether information's being accessed by an unmanaged or managed device. Managed devices are Microsoft Entra hybrid joined or managed by Microsoft Intune.
Unmanaged

{~ Add condition {8 Add group

/~ Actions
Use actions to protect content when the conditions are met.

~ Restrict browser and network activities

Audit or block activities that involve data being shared to or from the cloud apps you specified
Learn more

D File upload

File Download

D Cut or copy data

D Paste clipboard data

D Print data



e e Microsoft Purview

Group name *

Default
e A
Sensitive info types
Credit Card Number Medium confidence ® Instance count | 1 to | Any ‘ ® W
& J
( Sensitivity labels )
Confidential/Internal only ]
\ J
Add
e, Create group
AND
-~ Managed or unmanaged devices ]

Detect whether information's being accessed by an unmanaged or managed device. Managed devices are Microsoft Entra hybrid joined or managed by
Microsoft Intune.

‘ Unmanaged

Em - 1




Customize advanced DLP rules

The rules here are made up of conditions and actions that define the protection r
can edit existing rules or create new ones.

—|— Create rule

Microsoft Purview

2 items
Name Status
4 )
' Block print action on unmanaged devices () On f IE
v Block cut/copy action on unmanaged devices () On /
- /
Back Cancel

-



DLP Rule 2

-~ Restrict browser and network activities

Audit or block activities that involve data being shared to or from the cloud apps you specified.
Learn more

DI_P Ru Ie 'I [ ] File upload

. Restrict browser and network activities |_| File Download

Audit or block activities that involve data being shared to or from the cloud apps you

Learn more —
Cut or copy data | Block ‘
|:| Paste clipboard data

|:| File upload
|:| Print data

|:| File Download

|_| Cut or copy data

Microsoft Purview

Paste clipboard data

[ Print data ‘ Block ‘ ]







3 icrosoft Defender earc (L ae
ieroserbetene — Microsoft Defender
; Email & collaboration v POIiCies DLP rUIe. becomes O
_ Session Policy
e B ~ Threat detection  Information protection ~ Conditional access ~ Shadow IT Al policies

Cloud discovery
@ Starting June 15th, 2025, Microsoft Defender for Cloud Apps will adopt a dynamic threat detection model to enhance accuracy and responsiveness, policies that

Cloud app catalog migrated will be disabled - For more information, visit our documentation.
Filters: (: ) Advanced filters
OAuth apps
Name: | Policy name Type: Select type Status: [ ACTIVE ] ‘ [ DISABLED ] Severity: ‘ [ ] ]] ‘ B ‘
App governance
Category: Select risk catego
Activity log 9o cgeny
Sodsi rzlon Create policy ™ - Export () % Hidefilters TI Table settings
Policies A
) Policy ™ Count v slv ALYV Mo. VvV
Policy management
Policy templates £ MDA - Block cut/copy and print actions on unmanaged devices 0 active in... HB low % Jan 24, 2... 0o =
©  Cloud security v & MDA - Block file downloads on unmanaged devices [Disabled] 0 active in... EB low ¥ Jan 26, 2... 0 =
& Purview - Block cut/copy and print actions on unmanaged devic | 1activein...  HEHB Low Q% Jan2e2. 3 =
D Cases
. & Purview - Block sensitive file downloads on unmanaged devices | Oactivein...  HHEB Low Q% Jano2e,2. 03 =
Z»  SOC optimization
B Purview - Block cut/copy and print actions on unmanaged devic | 2 activein..  HHEB Low Q% Jan2e. I F

b Reports



Edit session policy

(O This policy has been configured in Purview. Click here to view and manage it.

(Microsoft Defender\

Policies are read-

_only from Defender

Y

(D To ensure that this policy runs as expected, we recommend checking the conditional access policies created in Entra ID.

Policy name

‘ Purview - Block sensitive file downloads on unmanage

Policy severity Category
umn | wnn pLP
Description




iff  Microsoft 365 admin center Search f "
(]
= Home > Microsoft Edge for Business > Policy: Helgering Edge Configuration policy M 3 6 5 q d m I n ce n te r
@y Home . . . .
Helgering Edge Configuration policy
& Copilot hd
Export Delete
'. Agents v g ° | °
R Users - Properties Managed extensions Customization Settings \ B u S I I I e S S p O I Cy
o Groups v
P. Roles - Enterprise secure Al Configure settings to protect against security vulnerabilities and improve your security posture. In the event of a zero-day vulnerability, we highly recommend enabling enhanced security mode.
I3 Resources v ‘Organization branding Raise Edge protection levels
\fl T . e Turn on enhanced security mode to gain an extra layer of protection and help
arketplace Automatic profile switching reduce the risk of an attack caused by memory-related vulnerabilities. This
= o ~ will not restart any devices. Learn more about Enhanced Security Mode.
Billing Security settings
Y e _F‘ Configure enhanced security mode @
four produ
Connected feature control
Licenses
Bills & payments Secure password deployment Additional settings
Ay s Protect labeled content in Microsoft 365 online Not configured
Payment methods
Billing notifications
Pay-as-you-go
Cost Management LI E HEILESE L
0 Support e @ Block use of cloud apps in browsers where Purview in-browser protections don't apply
@ Sel‘tings A~ When ti ng p rom c LLM clo ons in non-comphant bro Chrome e
Domains.
Search & intelligence Enabled
it lay a visible wa
Org settings utho sharing or
Microsoft 365 Backup Policy applies to *
Int - ~ Windows | macOS
egrated apps
Directory sync emors e
Enable browser-based tenant restrictions Not configured
Viva B crosoft accounts using | injections _—
Partner relationships
Microsoft Edge Shared Boundary
sed on session policies 1o
f Setup
Policy applies to
k. Reports M ¥ Windows ¥ macos
@ Health v o
Screen capture protection | Preview
Ri cts screenshots and recordings
Admin centers
Policy applies to
L Security Ve v




Security settings

Connected feature control

Secure password deployment

W IV TColdll ally UGVILGS. LTalll TV Qi CHNG RS DU UL IV,

_F‘. Configure enhanced security mode @

Additional settings

Protect labeled content in Microsoft 365 online

Keeps Microsoft Information Protection safeguards active for labeled content in Office online apps,
preventing actions like print or screenshot where restricted.

@ Enforce secure enterprise browser access

When enabled, Microsoft Edge for Business becomes the only browser allowed on managec

[=]
m
=
T
LA
m
&
nl
-
5
=
['=]

@ Block use of cloud apps in browsers where Purview in-browser protections don't apply

~

Not configured \

M365 admin center\

Configure Edge for
Business policy P

[}
5]
=]
E
[=]
T
=
m
(=)
T
w
A
N
[1:]
st

When enabled, this setting prevents users from accessing specific LLM cloud applications in non-compliant browsers. It blocks these apps in Chrome and Edge, while completely

restricting the use of other non-compliant browsers.

Enable watermarking protection ' Preview

When enabled, sensitive-labeled content will display a visible watermark overlay to help prevent
unauthaorized sharing or data leakage

Policy applies to *

. Windows . macOS

Enable browser-based tenant restrictions

Block sign-ins to personal or external Microsoft accounts using policy-based header injections

Protected Clipboard () | Preview

Restrict copy/paste actions between managed web apps based on session policies to prevent
unauthorized data transfer across web boundaries.

Policy applies to *

. Windows . macOS

Screen capture protection | Preview
Restricts screenshots and recordings of protected content

Policy applies to *

= Windows [ macOS

Enabled -~

‘ Not configured ‘

‘ Shared Boundary ‘




Scenario

- Draco Malfoy is a student working
from a personal (unmanaged)
device.

* Draco got access to the herbology
exam answers and wants to print
them so he can cheat during the
finals exam.

)



Demo: DLP for Managed Cloud Apps

Conditional Access policy

Enabled in-browser protection

DLP for Managed Cloud Apps policies
. Edge for Business policy

N N
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Vv @ Home - OneDrive X @ Herbology exam answersdocx X = a X
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—
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Cancel
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User Experience
Screen recording
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User Experience

Watermarking
Hogwarts School of Witchcraft and Wizardry Protection

Section A — Multiple Choice

1. Which condition is essential for safely repotting a mature Mandrake?
A. Direct sunlight and warm soil
B. Full moon illumination

C. Protective earmuffs and dragon-hide gloves

D. A cooling charm on the roots

Correct Answer: C

2. What is the primary magical property of Gillyweed?
A. Inducing temporary invisibility

B. Allowing underwater respiration

C. Enhancing night vision

D. Neutralizing minor poisons

Correct Answer: B




Next section

® Edge for Business unified policy
management

# DLP for Managed Cloud Apps
® Inline browser DLP



Inline browser DLP

. ) Purview 4 A
Edge for Business : Unmanaged Cloud Apps

O — M c
Block:
T Text sent
File Upload .

Managed device

-

) © ¢
%4




Microsoft Purview

L Search for solutions, users, articles, and more

What info do you want to protect?

Let us know what type of data you want your policy to cover, and we'll guide you through a tailored setup experience. Learn more

about these options &

Enterprise applications & devices

Includes protection for data across all connected
sources in your organization — including Microsoft
365 locations, Microsoft Copilot experiences, data
connectors, enterprise-registered apps, and managed
apps accessed with the Edge for Business browser.

T

S

Inline web traffic

Includes protection for data transferred in real-time
with unmanaged cloud apps through the Edge for

Business browser and network SASE/SSE integrations.

X

Microsoft Purview



Microsoft Purview L Search for solutions, users, articles, and more

Microsoft Purview

Choose data sources

Select up to 100 data sources where you want to detect your specified data and activities.

Q. search

& Unmanaged cloud apps 0/37¢  # Adaptive app scopes 3/3

N

Category: Any 0/ 37K selected

] Name Category

4chan
D ‘ 4chan is an image-based bulletin board where users can post comments and Content sharing

share images.

Amazon
Amazon is an international e-commerce website for consumers, sellers, and E-commerce

content creators.

Amazon S3 (Simple Storage Service)
Amazon Simple Storage Service Amazon S3 is an object storage service that Cloud storage

offers industry-leading scalability, data availability, security, and performance.

Anthropic Claude
Anthropic Claude is a nextgeneration Al built for safe, accurate, and secure work. Generative Al
The platform emphasizes productivity, collaboration, and responsible Al design.

Atlassian Bitbucket
Bitbucket is a Git and Mercurial code management and collaboration platform Code hosting

used by professional teams to build, test and deploy software.

Add (3) Cancel




Microsoft Purview L Search for solutions, users, articles, and more

Microsoft Purview

Choose data sources
Select up to 100 data sources where you want to detect your specified data and activities.

Q. search

& Unmanaged cloud apps ©0/100 2 Adaptive app scopes 3/3

X 3 /5 selected

All unmanaged Al apps
All unmanaged cloud apps categorized as generative Al. Includes Anthropic Claude, ChatGPT, Google Gemini, DeepSeek, and more.

All unmanaged cloud storage apps
All unmanaged cloud apps categorized as cloud storage. Includes Box, Dropbox, Google Drive, and more.

All unmanaged collaboration apps
All unmanaged cloud apps categorized as collaboration. Includes Google Workspace, Figma, Slack, Zoho, and more.

All unmanaged social network apps
All unmanaged cloud apps categorized as social network. Includes Facebook, LinkedIn, Reddit, X, and more.

All unmanaged webmail apps
All unmanaged cloud apps categorized as webmail. Includes Gmail, Yahoo! Mail, Zoho Mail, and more.

Add (3) Cancel




Microsoft Purview

Data loss prevention > Create policy

@ Template or custom policy

0 Name

£ search for solutions, users, articles, and more

Microsoft Purview

Choose where to enforce the policy

Choose whether you want to detect sensitive data shared with the selected cloud apps through bro

commitment. What capabilities are pay-as-you-go? @

Country/region * ()

Azure subscription*

Link an Azure subscription for pay-as-you-go billing

The subscription you select will be used to manage all pay-as-you-go capabilities in
Microsoft Purview. Your org will only pay for the features used —no upfront costs, no

X

‘ Visual Studio Enterprise Subscription — MPN

Resource group * (O

‘ RG_Purview-costs

will be billed to the selected Azure subscription.

terms of Data Flow Disclosure (4

() The resource will be created under the selected resource group and pay-as-you-go feature usage

| acknowledge that | have read, understood, and agree to the Terms and Conditions 3 &

or Business browser or network are pay-as-you-go capabilities. Your org will be charged based on usage. Learn more about pay-as-

If‘t partners, they will be able to access and possibly store some policy configuration, including user identifiers. Their terms, conditions,

storage of this data. Learn more

ata shared with unmanaged cloud apps, including Al apps. Applies to data shared through Microsoft Edge for Business when the user
Learn more about which apps are supported

ata shared with unmanaged cloud apps through browsers, apps, APls, and more with Microsoft Entra Global Secure Access (GSA),

[oft secure browsers
s Service Edge (SASE) / Secure Service Edge (SSE), and non-Microsoft secure browser providers. View available integrations

Back

Cancel



Microsoft Purview

Create policy

Create rule

Template or custom policy . T . .
Use rules to define the type of sensitive information you want to protect. If the content matches many rules, the most restric

Name* (O
Name ( — . . .

‘ Prevent sensitive information sharing with unmanaged cloud apps
Cloud apps Description

Policy settings

Advanced DLP rules N Conditions

| Define the conditions that must be met for this policy to be applied. Include specific content, senders, and recipients that you want the rule to detect. For more complex rules, create groups to
exclude or include items. Learn how the condition builder works

O Policy mode PR
| (@ ) Quick summary

O Finish -~ Content contains [ii]
Group name * Group operator
“ Default ‘ ‘ Any of these ‘
/Sensitive info types \
Credit Card Number High confidence ® Instance count : to W‘ ® 1

Sensitivity labels

\Confidentiall\nternal only @/

Add

%} Create group



Microsoft Purview

Create policy

Create rule

Template or custom policy

/~ Actions
Name . .
Use actions to protect content when the conditions are met.
Cloud apps Restrict browser and network activities T
Audit or block activities that involve data being shared to or from the cloud apps you specified.
Policy settings Learn more
| Advanced DLP rules Text sent to or shared with cloud or Al apps ‘ Block ‘
QO Policy mode N
| File uploaded to or shared with cloud or Al apps ‘ Block ‘
QO Finish

#~ User notifications

User notifications inform your users when activities are blocked.

() Inline notifications will automatically be displayed when activities are blocked in Edge for Business and with some network integrations. Learn more about inline notifications

Send an email notification when activities are blocked
@ ) off
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::t  Microsoft 365 admin center

{f* Home

& Copilot v
@ Agents v
R Users v
= Groups A

| Active groups
Deleted groups

Shared mailboxes

1 Marketplace

B Billing v

Vi Setup

Admin centers

@ Security

¢ Customize navigation

Show all

Search

Active groups

¢ About Grou ps @> Where to store files

MM365 admin center

Security groups are

9 auto-created

.
£ purview X
Add a group Export search results Refresh 2 items Filter

Name T Email Type Sync status ~ Membership type  Privacy Created on

[ ] [ Purview DLP browser protection - Security Assigned May 3, 2026 at 2:17
excluded users PM

[] Purview DLP browser protection - Security Assigned May 3, 2026 at 2:17
included users PM

=

R




Microsoft 365 admin center

SIS

Roles

Resources
Marketplace
Billing

Your products
Licenses

Bills & payments
Billing accounts
Payment methods
Billing notifications
Pay-as-you-go
Cost Management

Support

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup
Integrated apps
Directory sync errors
Viva

Partner relationships

Microsoft Edge

Setup

Reports

Search

Home > Microsoft Edge for Business

v Microsoft Edge for Business

Dashboard ™  Configuration policies Site lists Connectors Copilot Resources

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies with

~ conflicting settings, then the setting of the highest priority policy is applied.
Allows Purview to collect the browser events
Create policy Refresh

Priority T Name Policy type Scope Platforms

1 Purview - Allow Purview collection policies to apply to all users Cloud Tenant Windows
v

2 Purview - Block use of browsers where DLP protections for unmanaged Generative ~ Cloud User Windows
~ Al apps don't apply.

Blocks browsers where Purview DLP can’t protect data

(M365 admin center
Edge policies are
auto-created

NS

Last modified date Modified by

macOS  i0S  Android 2026-05-03 Myron Helgering

macOS  i0S  Android 2026-05-03 Myron Helgering




Microsoft Intune admin center

‘ Home

ER Dashboard
= All services
N Explorer
. Devices
5% Apps

a Endpoint security
¢ Agents
Reports
‘ Users

a2 Groups

& Tenant administration

X Troubleshooting + support

«

Home > Devices

i Devices | Configuration

[ O Search l

macOS

B Android

Linux

~ Device onboarding

Enroliment

v Manage devices

~ Manage Windows 365 Cloud PCs

A

Configuration
Compliance

Conditional access
Scripts and remediations
Group Policy analytics

eSIM cellular profiles
(preview)

Policy sets
Device categories

Partner portals

Cloud PC Overview

Monitor Cloud PCs
(preview)

All Cloud PCs

2<

«

Add or remove favorites by pressing Ctrl+Shift+F

Policies Import ADMX  Monitor

&y copilot f

Microsoft Intune
Intune policies are
auto-created

\_

Create Refresh Export Columns 2 policies
Blocks access to GenAl sites in Chrome
edge policy X Add filters
Policy name % Platform | Policy 1
Windows 10 and later Setting
Windows 10 and later Custornr

Blocks 15+ browser apps through AppLocker




Scenario

» Albus Dumbledore is a teacher and
Is working from a corporate Intune-
managed device.

» Albus is working overtime and
wants a late-night snack.

 Albus wants ChatGPT to quickly
summarize a file before his snack
arrives.




Demo: Inline browser DLP

1. Inline browser DLP policy
2. Pay-as-you-go Azure subscription
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Choose data sources

Your organization doesn't manage the|[Jme up to 100 data sources where you want to detect your specified data and activities.

account. You can use policies for unm:; SRS

cloud app DLP feature only applies to I _ )
& Unmanaged cloud apps ©/37¢ @ Adaptive app scopes 3/5

version and available DLP features see

Category: Any 0/ 37K selected
To create a DLP policy that helps prote
Name Category
permissions for Microsoft Intune admi
4chan
4chan is an image-based bulletin board where users can post comments and Content sharing

Browser policies in Edge for Business ¢

share images.

Adobe Firefly Amazon
Amazon is an international e-commerce website for consumers, sellers, and E-commerce

Ca cht content creators.

ChatGPT (consumer)

Choose data sources

Amazon S3 (Simp Select up to 100 data sources where you want to detect your specified data and activities.
Cohere Amazon Simple Stord

offers industry-leadin
DeepAl

DEEPL Anthropic Claude
Anthropic Claude is af
DeepSeek The platform emphag X 3/5 selected

Q search

& Unmanaged cloud apps 0/100 @ Adaptive app scopes 3/5

Google Gemini
Atlassian Bitbuckg

Grok (XAI) Bitbucket is a Git and A TR A Ers
used by professional - S

Meta Al All unmanaged cloud apps categorized as generative Al. Includes Anthropic Claude, ChatGPT, Google Gemini, DeepSeek, and more.

Microsoft Copilot 365 Chat
Notion Al

All unmanaged cloud storage apps
All unmanaged cloud apps categorized as cloud storage. Includes Box, Dropbox, Google Drive, and more.

Otter.ai All unmanaged collaboration apps
. All unmanaged cloud apps categorized as collaboration. Includes Google Workspace, Figma, Slack, Zoho, and more.
Perplexity Al

QwenAl All unmanaged social network apps
Q Chat All unmanaged cloud apps categorized as social network. Includes Facebook, LinkedIn, Reddit, X, and more.
wen a

RUI"IWEy All unmanaged webmail apps

All unmanaged cloud apps categorized as webmail. Includes Gmail, Yahoo! Mail, Zoho Mail, and more.
Textcortex
Textcortex Zenochat

You (You.com)

o Cancel
Zap|er m
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We need Inline Network DLP

Microsoft Purview rch for solutions, users, articles, and more

® £ @ 2 e

Data lo entio Create policy

Template or custom policy

Choose where to enforce the policy

Choose whether you want to detect sensitive data shared with the selected cloud apps through browser, network, or both. Learn more ak
enforcement options

Cloud apps PPS by targEtlng data

If you choose grate with non-Mi er identifiers. Their terms, conditi e W

o chose o et ith nn it reb traffic (preview)
and privacy policy will govern the usage and stor k ¥

Policy settings

Edge for Business

Policy mode @D On  Detect and protect sensitiv g s shared through Microsoft Edge for Business when the user
is on a managed w

0—O0—0—+—0—0—0

Finish
Network and non-Microsoft secure browsers

Detect and protect sensitis ared with unmanaged cloud af
other integrated Secure Access Service Edge (SASE) / Secure Service Edge (SSE), and non-Micr

'work option only

Cancel




Next section

¥ Edge for Business unified policy
management

¥ DLP for Managed Cloud Apps
¥ Inline browser DLP
® Additional Edge for Business capabilities
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Microsoft 365 admin center

Home > Microsoft Edge for Business > Policy: Helgering Edge Cq

O—O——

Manage a configuration policy for Microsoft Edge

Basics

Settings

Extensions

Assignments

Finish

Default extension set|

These are the defauld

Learn more about m
Installation settings
Allow these types of
External extensions

Install sources

Permissions and URL

Blocked hosts

Allowed hosts

Blocked extensions
Extension requests

Unmanaged extensid

Block extensions by

Message for users w|

Example: Your IT ad

0/1000 characters

Manage request settings

Control whether Microsoft Edge sends data about blocked extensions to the
Microsoft Edge management service. If enabled, users can request blocked
extensions. If disabled, users can't request blocked extensions.

Note: You must have at least one blocked extension to allow users to request blocked
extensions.

Enabled

Notify me about incoming requests by email

Email

Frequency of email notifications

DET

‘™M

N

365 admin cente
Allow users to
request blocked
extensions

|

‘ Cancel ‘




Scenario

 Albus wants to be able to translate
text written in the mermaid
language.

» Albus keeps forgetting his online
passwords and heard about a
magical vault called Keeper.

» Albus thinks Edge extensions could
help him solve both problems.




Demo: extension management with Edge for Business

1. Edge for Business policy



v = Keeper® Password Manager & Di. X = Translator - Microsoft Edge Addor X

& (O | (3 htipsy//microsoftedge.microsoft.com/a
= Microsoft ’ Edge Add-ons Discover ~ Extensions  Themes Q' Search extensions, themes, and more (7 VI
Keeper® Password Manager & Digital Vault ® Featured Gt
{3 Extension | Keeper Security Inc Compatible with your browser
w Rk Ky (189)  1.700.000+ Users = Productivity
Version 17.9.0
Updated May 6, 2026
d% Available in 19 languages
#1 Rated Password Autofill Every
Manager ] = 9 Login Developer
9 — 9 _ ‘ D More add-ons from Keeper
Trusted by millions of customers Keeper automatically fills in :
. to secure their passwords, passkeys 5 Matching Logins ‘ usernames and passwords - Security Inc (1)
Over 200,000 Reviews and digital life. [ ape iy Boale Liogis including 2FA codes.
b sername@example.com v
4.9 Stars 5] Fill Record Report abuse
v Show More
a >
Description
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Microsoft 365 admin center

Home

Copilot

Agents

Users

Groups

Roles

Resources
Marketplace

Billing

Support

Settings

Domains

Search & intelligence
Org settings
Microsoft 365 Backup

Integrated apps

Directory sync errors

Search

Export

Properties

Extensions

Requests

| Delete

Managed extensions

B, Helgering ‘ & ¥

Home > Microsoft Edge for Business > Policy: Helgering Edge Configuration policy

Helgering Edge Configuration policy

Customization Settings

[

Manage request settings | ' Refresh
Name 1 Number of requests
Keeper® Password Manager & 2
Digital Vault
Translator 3

Q 7 (M

27 Provide Feedback

Search

Last requested

26/05/2026, 17:15:53

26/05/2026, 17:16:18




v e Google X -+ — a X

& (O | & hiips//www.google.com a5 A vr) o= @

|
Over Store Gmail Afbeeldingen  3:% Inloggen

Google

+ & @ Q@ A-modus
Google Zoeken Ik doe een gok

Google aangeboden in: Frysk English

crosoft Edge « now

An extension has been rejected

ew the extensi

Nederland Microsoft Edge « now
sion has been approved

Adverteren  Bedriff =~ Hoe Google Zoeken werkt ™ Ons derde decennium van kiimaatactie: dit is wat we doen




¥ ©» @ & 2 |

g R S @& © 0 O M@ o°

> O F b e

V™)
OO

®

Microsoft 365 admin center

Search

Windows macOS
When enabled, Microsoft Edge for Business becomes the only browser allowed on managed devices, ensuring your content protections stay active and

When enabled, this setting prevents users from accessing specific LLM cloud applications in non-compliant browsers. It blocks these apps in Chrome a

restricting the use of other non-compliant browsers.

Enable watermarking protection | Preview Enabled ‘
When enabled, sensitive-labeled content will display a visible watermark overlay to help prevent _—
unauthorized sharing or data leakage

Policy applies to *
Windows macOS

Enable browser-based tenant restrictions | Preview ‘ Not configured ‘

Block sign-ins to personal or external Microsoft accounts using policy-based header injections

Protected Clipboard (1) (Preview ‘ Shared Boundary ‘

Restrict copy/paste actions between managed web apps based on session policies to prevent
unauthorized data transfer across web boundaries.

Policy applies to *
Windows macOS

Screen capture protection | Preview

Restricts screenshots and recordings of protected content.
Policy applies to *

|Z\ Windows \Z| macOS

Protected Downloads ' Preview Enabled

Restrict downloads of protected content based on session policies to prevent unauthorized data transfer.

Policy applies to *

|Z\ Windows

/M365 admin center
Enable Protected

Downloads for
MAM-registered
\_ devices




~ IO Experiments X 4+ / \

¢ © (0 coeims Microsoft Edge
Q  Search flags Reset all EnO ble preview
Experiments 148.0.3967.54 fedtu reS I n Edge
WARNING: EXPERIMENTAL FEATURES AHEAD! B bling these features, Id lose b dat H .
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admin you should not be using these flags in production.

Available Unavailable

® Enable Protected Downloads
If enabled, downloads in MAM enrolled profiles on managed devices will be uploaded to
OneDrive rather than the local file system. — Windows

Enabled

#edge-dlp-protected-downloads

® Allow MAM enrollment on managed devices
If enabled, allows Mobile Application Management (MAM) enrollment on managed devices.
— Windows

#edge-allow-mam-on-mdm

Enabled

I I

Temporarily unexpire M146 flags.
Temporarily unexpire flags that expired as of M146. These flags will be removed soon. — Mac,

) _ : Default v
Windows, Linux, Android
#temporary-unexpire-flags-m146
Temporarily unexpire M147 flags.
T il ire fl that ired f M147. Tt fl fill b d .— Mac,
emporarily unexpire flags that expired as o hese flags will be removed soon ac Defauit v

Windows, Linux, Android

#temporary-unexpire-flags-m147

Enable benchmarking

Sets all features to a fixed state; that is, disables randomization for feature states. If '(Default

Feature States)' is selected, sets all features to their default state. If '(Match Field Trial Testing

Config)' is selected, sets all features to the state configured in the field trial testing config.

This is used by developers and testers to diagnose whether an observed problem is caused Disabled v
by a non-default base:Feature configuration. This flag is automatically reset after 3 restarts

and will be off from the 4th restart. On the 3rd restart, the flag will appear to be off but the

effect is still active. — Mac, Windows, Linux, Android

#enable-benchmarking v




Demo: Protected Downloads for MAM-registered devices

App protection policy (MAM)
Conditional access policy
Edge for Business policy

. Enable preview flags in Edge

N N
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Hogwarts House Rules

General Rules
- Students must respect all members of the Hogwarts community.

- Use of magic outside supervised areas is prohibited for first-year students.
- Curfew must be strictly followed unless special permission is granted.

- Forbidden Forest is off-limits to all students unless accompanied by staff.

Gryffindor

- Show bravery and courage in all actions.

- Stand up for fellow students and defend the weak.

Slytherin

- Act with ambition and strive for excellence.

- Maintain pride in house achievements and traditions.

Ravenclaw
- Value creativity, wit, and learning.

- Encourage intellectual discussion and sharing of ideas.

Hufflepuff
- Practice loyalty and fairness in all dealings.

- Help others and work diligently on all tasks.
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Session recap

¥ Edge for Business unified policy
management

¥ DLP for Managed Cloud Apps
¥ Inline browser DLP
¥ Additional Edge for Business capabilities



Questions?
Thank you!

in in/myronhelgering I\ myronhelgering.com
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