
Myron Helgering
Tech Lead Security
Pink Elephant

Level: Intermediate

How to Protect your 
Business from the Threat of 
Unmanaged Devices



Session Survey
• Your feedback is very important to us
• Please take a moment to complete the session survey 

found in the mobile app
• Use the QR code or search for “Converge360 Events” in 

your app store
• Find this session on the Agenda tab
• Click “Session Evaluation”
• Thank you!



Agenda
• Introduction on unmanaged devices
• Customer landscape and solution requirements
• Options

• Block access
• App-enforced restrictions
• MAM for Windows and MTD Connector
• Session policies and In-browser protection

• Takeaways & Q&A



About me
• Technology Lead Security
• Microsoft Security MVP 
• Blogger and Speaker
• Huge fantasy geek

Myron Helgering

in/myronhelgering myronhelgering.com



• Personal device
• Bring-your-own-device 
• Managed by another company
• Unmanaged company device

“A device that accesses company apps 
and data while not being (MDM) 

managed by the company.”

What is an unmanaged device?



Numbers on unmanaged devices

of companies allow 
access to company 

resources from 
unmanaged devices 1

of corporate devices in 
enterprise organizations are 

unmanaged 2

of compromised 
systems via stolen 
credentials were 

unmanaged devices 3

47% 32.5% 46%

1 Kolide Shadow IT Report 2023

1 Kolide Shadow IT Report 2023

3 Verizon DBIR Data Breach Investigations Report 2025
2 Palo Alto Device Security Threat Report 2025

https://1password.com/blog/unmanaged-devices-run-rampant
https://www.verizon.com/business/resources/T5ea/reports/2025-dbir-data-breach-investigations-report.pdf
https://www.verizon.com/business/resources/T5ea/reports/2025-dbir-data-breach-investigations-report.pdf
https://www.verizon.com/business/resources/T5ea/reports/2025-dbir-data-breach-investigations-report.pdf
https://www.paloaltonetworks.com/blog/network-security/2025-report-exposes-widespread-device-security-risks/


Numbers on unmanaged devices

more likely to be 
infected on an 

unmanaged device 1

1 Palo Alto Device Security Threat Report 2025

3.5x

https://www.paloaltonetworks.com/blog/network-security/2025-report-exposes-widespread-device-security-risks/


BYOD market size and growth



Next section

Customer landscape and solution requirements



Customer landscape

Corporate devices

MDM-managed 
by Intune

Personal devices

MAM-
protected by 

Intune

Client app access 
blocked through 

Conditional Access

Personal devices Personal devices

Full access 
through browser



Solution requirements

• Employees are allowed to access corporate data from 
personal devices.

• The solution supports both Windows and macOS devices.
• The solution must prevent data from leaking to unmanaged 

locations, such as devices and cloud apps.
• The solution verifies that the device is up to date and secure.



Next section

Customer landscape and solution requirements
Block access



Block access for unmanaged devices



Solution requirements

• Employees are allowed to access corporate data from 
personal devices.

• The solution supports both Windows and macOS devices.
• The solution must prevent data from leaking to unmanaged 

locations, such as devices and third-party cloud apps.
• The solution verifies that the device is up to date and secure.



Next section

Customer landscape and solution requirements
Block access
App enforced restrictions



SPO Admin Center
Enable app-enforced 

restrictions for 
SharePoint Online



Policy 1: Block access from apps on 
unmanaged devices

• Block access from desktop apps on 
unmanaged devices

• Applies to SharePoint Online by default, 
but more apps can be added

Policy 2: Use app-enforced 
restrictions for browser access

• Enforces limited web access on 
unmanaged devices

• Blocks download, print, or syncing
• Can only apply to SharePoint Online and 

Exchange Online



Enable app-enforced restrictions for Exchange Online

Set-OwaMailBoxPolicy -Identity OwaMailboxPolicy-Default -ConditionalAccessPolicy ReadOnly



App-enforced restrictions with Sensitivity LabelsMicrosoft Purview
App-enforced 

restrictions with 
Sensitivity labels



Solution requirements

• Employees are allowed to access corporate data from 
personal devices.

• The solution supports both Windows and macOS devices.
• The solution must prevent data from leaking to unmanaged 

locations, such as devices and third-party cloud apps.
• The solution verifies that the device is up to date and secure.



Next section

Customer landscape and solution requirements
Block access
App enforced restrictions
MAM for Windows and MTD Connector



TITLE Microsoft Intune
Create new Mobile 

Threat Defense (MTD) 
connector



Microsoft Intune
Select Windows 
Security Center



Microsoft Intune
Connector 

is ready to use



Microsoft Intune
Create

app protection policy 
for Windows



Microsoft Intune
Select Microsoft Edge 

application



Microsoft Intune
Configure Data 

Protection settings



Microsoft Intune
Configure Health 
Checks settings



Microsoft Intune
Configure Health 
Checks settings



Microsoft Entra
Create Conditional 

Access policy



Microsoft Entra
Configure

Conditional Access 
policy



Demo: MAM for Windows

1. MTD Connector
2. App Protection Policy
3. Conditional Acess Policy





Old user experience



Old user experience



New user experience



Microsoft Intune
Disable MDM 

enrollment during 
device registration





M365 admin center
Enable Protected 

Downloads for 
MAM-registered 

devices



Microsoft Edge
Enable preview 
features in Edge 
with edge://flags



1. App protection policy (MAM)
2. Conditional access policy
3. Edge for Business policy
4. Enable preview flags in Edge

Demo: Protected Downloads for MAM-registered devices





Solution requirements

• Employees are allowed to access corporate data from 
personal devices.

• The solution supports both Windows and macOS devices.
• The solution must prevent data from leaking to unmanaged 

locations, such as devices and third-party cloud apps.
• The solution verifies that the device is up to date and secure.



What to expect in the future?



Next section

Customer landscape and solution requirements
Block access
App enforced restrictions
MAM for Windows and MTD Connector
Session policies and in-browser protection



Microsoft Entra
Create Conditional 

Access policy



Microsoft Entra
Configure

Conditional Access 
policy



Microsoft Defender
Session Policy 1: 

Block file downloads



Microsoft Defender
Session Policy 2: 
Block activities



Two ways of protection with session policies

All browsers and operating systems        Edge with Windows 10/11 or MacOS

Reverse proxy         In-browser protection

No user interaction required VS Requires Edge profile sign in

N/AVS         Supports MAM & DLP restrictions
Slower user experience  S    Faster user experience

General available        Still in preview (after 2+ years)



Microsoft Defender
Enable in-browser 

protection



Microsoft Defender
Enable in-browser 

protection



Demo: Session policies

1. Conditional access policy
2. 2x session policies
3. In-browser protection





Microsoft Defender
Block “sensitive” file 

downloads with 
session policy



Solution requirements

• Employees are allowed to access corporate data from 
personal devices.

• The solution supports both Windows and macOS devices.
• The solution must prevent data from leaking to unmanaged 

locations, such as devices and third-party cloud apps.
• The solution verifies that the device is up to date and secure.



MAM for Windows vs Session policies

Device health checks                N/A

MAM for Windows                    Session policies

Remote selective wipeVS N/A

Allow copy/paste within Edge              N/A
Data protection restrictionsVS         Data protection restrictions

Intune license (M365 E3 or BP)                M365 E5 license

N/A                  macOS support
Unmanaged devices only                Support for any device

App level targeting (Edge only)               Granular cloud-app targeting
N/A                 Protection based on sensitive files



Next section

Customer landscape and solution requirements
Block access
App enforced restrictions
MAM for Windows and MTD Connector
Session policies and in-browser protection
BONUS OPTION!



Microsoft Purview
Create DLP policy 

for Managed Cloud 
Apps



Microsoft Defender
DLP rule becomes a 

Session Policy



Microsoft Defender
Policies are read-

only from Defender



M365 admin center
Configure Edge for 

Business policy



Takeaways

• Block unmanaged devices: Do it whenever possible.

• App-enforced restrictions: Avoid them; better options are available.

• MAM for Windows + Session Policies: The best solution available today.

• DLP for Managed Cloud Apps: Keep an eye on it; it may replace Session 
Policies in the future.

in/myronhelgering myronhelgering.com



Time for questions!



Session Survey
• Your feedback is very important to us
• Please take a moment to complete the session survey 

found in the mobile app
• Use the QR code or search for “Converge360 Events” in 

your app store
• Find this session on the Agenda tab
• Click “Session Evaluation”
• Thank you!
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