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Creating Classifiers from 
Scratch to Identify Sensitive 
Data with Microsoft Purview
Myron Helgering

<< Security >>
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SPEAKERIntroducing

Myron Helgering

Tech Lead Security // Pink Elephant

Microsoft Security MVP

Blogger and speaker

Fantasy & sci-fi geek

Microsoft Purview

Microsoft Defender

Microsoft Entra

Microsoft MVP in/myronhelgering
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Agenda

Introduction and scenario

Classifiers
Sensitive Information Types

Fingerprint SITs

Trainable Classifiers

Exact Data Match Classifiers

Takeaways & Q&A
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Meet Minerva McGonagall

• Professor at Hogwarts School

• Chief Information Security 

Officer (CISO)

• Her goal is to identify and 

protect sensitive school data
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What does sensitive data look like?
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Sensitive information for healthcare

Patient number

Insurance number

Medical record

Treatment plan

Lab rapport

Medical terms
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Sensitive information for education

Student number

Student PII

Student grades

Student database

Education records

Class schedules
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How to start, step by step

Talk to the security stakeholders and data owners

Determine your top 5 most sensitive information types

Ask for examples, formats and templates to work with

Start creating, testing and finetuning classifiers
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Hogwarts Sensitive Information Types (Top 5)

1. Passport numbers

2. StudentID

3. Student Information Forms

4. Potion Recipes

5. Student Record Database
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Built-in Sensitive Information Types

327 Built-in Sensitive Information Types;

Credit card

Passport number

National Insurance number (UK) 

SSN number (USA) 

Physical address 

Ip-address 

Driver’s license number

Password
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Demo: Sensitive Information Types 
& Data explorer

I want to know how many 
and where (student) 
passport numbers are 
being stored
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Custom Sensitive Information Types

StudentID number

Number format is 1234-5678

Wordlist contains StudentID

Example

Doc 1: Harry has ID number 389-9468

Doc 2: Harry has StudentID number 0397-3845
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Learn the Basics 
Regular Expressions

https://regexone.com/ 
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Test and Create 
Regular Expressions

https://regexone.com/ 
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Demo: Custom Sensitive Information Types

I want to be able to 
classify data that 
contains a StudentID
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Fingerprint Sensitive Information Types

Employee information forms

Customer information forms

Medical records

Contracts 

Invoices

Non-Disclosure Agreements (NDA)

Or any other custom template file
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Demo: Fingerprint Sensitive Information Types

I want to be able to 
classify Student 
Information Forms
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Built-in Trainable Classifiers

Trainable classifiers identify a “type” of content

134 pre-trained classifiers are ready-to-use

14 different languages
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Custom Trainable Classifiers

50-500 positive and negative samples (English only)

Microsoft trains the classifier 

Review false negatives

Retrain for higher accuracy

Publish, test and use the classifier
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Demo: Custom Trainable Classifiers

I want to be able to 
classify potion recipes
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Waiting….. (maximum of 48 hours)
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Exact Data Match Classifiers

StudentID First name Last name Date of Birth

0019-3947 Ron Weasley 01-03-1980
0010-2394 Harry Potter 31-06-1980
0015-5934 Hermione Granger 19-09-1979
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Demo: Exact Data Match Classifiers

I want to be able to 
classify data that exactly 
matches the student 
record database
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Preparation for next step

Create the “EDM_DataUploaders” security group

Install the Exact Data Match (EDM) agent

Separate the hashing and uploading process

Automate the process of uploading live data

Create exact data match sensitive information type in the New Experience workflow

https://learn.microsoft.com/en-us/purview/sit-create-edm-sit-unified-ux-workflow
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Waiting….. (maximum of 1 hour)
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Goal achieved

Identify where passport numbers were stored with the Data 
Explorer

Classify data that contains a StudentID with a Custom SIT

Classify student information forms with a Fingerprint SIT

Classify potion recipes with a Trainable Classifier

Classify data containing information that exactly matches the 
student record database with an Exact Data Match Classifier 
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License and permissions

 Access Data Explorer

 Access to Endpoint DLP

 Auto-classify data based on classifiers

 Use advanced classifiers (e.g. trainable 
and EDM classifiers)

 Create classifiers and policies

 View content in Data Explorer

 M365 E5 or Purview suite

 Compliance Administrator role

 Content Explorer Content viewer
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Takeaways

Involve the business before creating classifiers.

Let classifiers be part of your classification process, but don’t 
fully rely on them; involve your users.

Use a classifier that fits the type of data.

The task of managing classifiers is never done.
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Classifier Simulation Mode

https://techcommunity.microsoft.com/blog/microsoft-
purview-blog/meet-the-new-microsoft-purview-classifiers-
experience-your-admin-playbook-for-pu/4561324
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Q&A and Feedback
Please submit your session and event feedback using the QR code below. 
All feedback is used to build a better event and helps our speakers know 
what works and what they can improve on.
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